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                    ►                
                                Israel's 8200 Alumni Association: A Cybersecurity Incubator


                Tom Field • April 9, 2024 
                                    


                Unit 8200 is the Israeli Intelligence Corps unit of the Israel Defense Forces responsible for - among other tasks - counterintelligence and cyberwarfare. Chen Shmilo heads the 8200 Alumni Association and sees it as a hotbed for cybersecurity innovation and leadership.
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                            Artificial Intelligence & Machine Learning
            
            Should We Just Accept the Lies We Get From AI Chatbots?



            
                                                            Rashmi Ramesh
                                                                 • 
                                April 10, 2024
                            


            Employers can now fire an employee who complains about sexual harassment, take a cut of their workers' tips and serve customers cheese nibbled on by rats: at least according to advice doled out by New York City's AI chatbot meant to help small business owners navigate the city's bureaucratic maze.
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                            Cybercrime
            
            Russia Tops Global Cybercrime Index, New Study Reveals



            
                                                            Chris Riotta
                                                                 • 
                                April 10, 2024
                            


            A new study published by researchers from the universities of Oxford and New South Wales ranks Russia at the top of a global list of cybercrime hot spots and says Ukraine, China, the United States, Nigeria and Romania are home to a majority of global cybercriminal activity.
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                            Artificial Intelligence & Machine Learning
            
            Cyera Gets $300M at $1.4B Valuation to Fuel Safe AI Adoption



            
                                                            Michael Novinson
                                                                 • 
                                April 9, 2024
                            


            Cyera completed a $300 million funding round led by Coatue to fortify data security and facilitate safer AI adoption across enterprises. By consolidating data protection measures, Cyera hopes to address the critical need for a unified data security platform in the era of generative AI.
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                            Cybercrime
            
            Firm Says Medicare Info Obtained From DOJ Breached in Attack



            
                                                            Marianne Kolbasuk McGee
                                                                 • 
                                April 9, 2024
                            


            A cyberattack on a Boston-based consulting firm that provides litigation support services to the U.S. Department of Justice in its investigations has potentially compromised Medicare numbers and other health insurance and medical information of nearly 342,000 individuals.
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                            Artificial Intelligence & Machine Learning
            
            What Cisco's Purchase of Splunk Means for Cybersecurity, AI



            
                                                            Michael Novinson
                                                                 • 
                                April 9, 2024
                            


            Executive Vice President and General Manager Jeetu Patel explains how Cisco's $28 billion acquisition of Splunk will transform the company's security practice to bring in advanced AI, improve data analysis and streamline operations for a stronger defense against cyberthreats.
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                            Endpoint Security
            
            Evolving Threats Facing Robotic and Other Medical Gear



            
                                                            Marianne Kolbasuk McGee
                                                                 • 
                                April 9, 2024
                            


            Robotic medical devices, such as surgical gear, offer great potential to improve patient care, but the cyber risks associated with these products must be carefully addressed, said Kevin Fu, director of the Archimedes Center for Health Care and Medical Device Cybersecurity at Northeastern University.
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                            Endpoint Security
            
            Why Claroty Is Considering Going Public at a $3.5B Valuation



            
                                                            Michael Novinson
                                                                 • 
                                April 9, 2024
                            


            Following Rubrik's announcement that it plans to list on the New York Stock Exchange, another company is considering trying its luck in the public market. Claroty is meeting with underwriters ahead of a possible 2025 IPO that could value the cyber-physical systems security titan at $3.5 billion.
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                            Cybercrime as-a-service
            
            A Second Gang Shakes Down UnitedHealth Group for Ransom



            
                                                            Marianne Kolbasuk McGee
                                                                 • 
                                April 8, 2024
                            


            A second cybercriminal gang - RansomHub - is trying to shake down Change Healthcare's parent company, UnitedHealth Group, and have it pay another ransom for data that an affiliate of ransomware-as-a-service group BlackCat claims to have stolen in February. Is this the latest ruse in a messy attack?
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                            Artificial Intelligence & Machine Learning
            
            RSA Conference 2024 Preview: 'The Art of Possible'



            
                                                            Tom Field
                                                                 • 
                                April 8, 2024
                            


            "The Art of Possible" is the theme of RSA Conference 2024, and event organizers Linda Gray Martin and Britta Glade say they may have put together the best agenda yet - featuring sessions and speakers on red-hot topics such as identity security, cloud, gen AI and operational technology.
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                            Next-Generation Technologies & Secure Development
            
            Cloudflare Enters Observability Space With Baselime Purchase



            
                                                            Michael Novinson
                                                                 • 
                                April 5, 2024
                            


            Cloudflare purchased an observability startup founded by an aerospace dynamics expert to enhance the developer experience on serverless platforms. Baselime will allow developers to optimize performance, investigate bugs and regressions, and identify when a release needs to be rolled back.
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                            Cybercrime
            
            Sophisticated Latrodectus Malware Linked to 2017 Strain



            
                                                            Prajeet Nair
                                                                 • 
                                April 5, 2024
                            


            Security researchers are warning about a relatively new malware called Latrodectus, believed to be an evolutionary successor to the IcedID loader. It has been detected in malicious email campaigns since November 2023, and recent enhancements make it harder to detect and mitigate.
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                            Healthcare
            
            Change Healthcare Attack: Recovery Woes; Lawsuits Pile Up



            
                                                            Marianne Kolbasuk McGee
                                                                 • 
                                April 5, 2024
                            


            As recovery from its Feb. 21 cyberattack continues, Change Healthcare and its parent company UnitedHealth Group are facing a growing pile of lawsuits, while health sector entities affected by the IT services disruption are dealing with a mounting stack of bills and other paperwork to catch up on.
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Myanmar (Burma)
Namibia
Nauru
Nepal
Netherlands
New Caledonia
New Zealand
Nicaragua
Niger
Nigeria
Niue
North Macedonia
Northern Mariana Islands
Norway
Oman
Pakistan
Palau
Panama
Papua New Guinea
Paraguay
Peru
Philippines
Poland
Portugal
Puerto Rico
Qatar
Romania
Russia
Rwanda
Samoa
San Marino
São Tomé & Príncipe
Saudi Arabia
Senegal
Serbia
Seychelles
Sierra Leone
Singapore
Slovakia
Slovenia
Solomon Islands
Somalia
South Africa
South Korea
Spain
Sri Lanka
St. Kitts & Nevis
St. Lucia
St. Vincent & Grenadines
Sudan
Suriname
Svalbard & Jan Mayen
Sweden
Switzerland
Syria
Taiwan
Tajikistan
Tanzania
Thailand
Timor-Leste
Togo
Tonga
Trinidad & Tobago
Tunisia
Turkey
Turkmenistan
Turks & Caicos Islands
Tuvalu
U.S. Virgin Islands
Uganda
Ukraine
United Arab Emirates
United Kingdom
Uruguay
Uzbekistan
Vanuatu
Vatican
Venezuela
Vietnam
Western Sahara
Yemen
Zambia
Zimbabwe


                    


                  
                      State/Province
ALASKA
ALABAMA
ARKANSAS
ARIZONA
CALIFORNIA
COLORADO
CONNECTICUT
DISTRICT OF COLUMBIA
DELAWARE
FLORIDA
GEORGIA
HAWAII
IOWA
IDAHO
ILLINOIS
INDIANA
KANSAS
KENTUCKY
LOUISIANA
MASSACHUSETTS
MARYLAND
MAINE
MICHIGAN
MINNESOTA
MISSOURI
MISSISSIPPI
MONTANA
NORTH CAROLINA
NORTH DAKOTA
NEBRASKA
NEW HAMPSHIRE
NEW JERSEY
NEW MEXICO
NEVADA
NEW YORK
OHIO
OKLAHOMA
OREGON
PENNSYLVANIA
RHODE ISLAND
SOUTH CAROLINA
SOUTH DAKOTA
TENNESSEE
TEXAS
UTAH
VIRGINIA
VERMONT
WASHINGTON
WISCONSIN
WEST VIRGINIA
WYOMING
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